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VALLEY

HEALTH PLAN
2325 Enborg Lane, Suite 290 San Jose, California 95128 (408) 885-4760

Dear Valey Hedth Plan Member:

Valley Health Plan (VHP) is committed to maintaining our members' trust and confidence. VHP
maintains certain Protected Health Information (PHI) about you and you should understand how
VHP may use that information. Please note that VHP does not maintain your Medical Records.
We may advise you to contact your doctor/provider of careif you have questions about PHI in
your Medical Record.

In order to safeguard your Protected Health Information, only certain individuals are authorized to
accessit. Thoseindividuals are those involved in (a) providing your health care services;
(b) paying for your health care services; and (c) performing health care business operations.

THISPRIVACY NOTICE DESCRIBESHOW YOUR PROTECTED HEALTH INFORMATION
(PHI) MAY BE USED AND SHARED BY VALLEY HEALTH PLAN. YOUR RIGHTS
CONCERNING YOUR PROTECTED HEALTH INFORMATION ARE DESCRIBED IN THIS
NOTICE AND BECOMES EFFECTIVE ON APRIL 14, 2003.

Valley Health Plan will make every effort to protect the confidentiality of thisinformation.
This notice applies to both current and former members, unless otherwise stated.

Please review this notice carefully. If you have questions or if you need help understanding this
notice, please call the Valley Health Plan Member Services Department at (408) 885-4760 or toll
free at (888) 421-8444, Monday through Friday between 9:00 am. and 5:00 p.m.

Sincerely,

Greg Price
VHP Chief Executive Officer
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VALLEY

HEALTH PLAN
2325 Enborg Lane, Suite 290 San Jose, California 95128 (408) 885-4760

NOTICE OF PRIVACY PRACTICES

Effective Date: 04/14/03

VALLEY HEALTH PLAN DOES NOT SHARE YOUR HEALTH INFORMATION WITHANYONE WITH-
OUT YOUR AUTHORIZATION, UNLESS WE ARE PERMITTED TO DO SO BY LAW.

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED, SHARED
OR DISCLOSED, AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT
CAREFULLY.

If you have any questions about this Notice, please contact:

Valley Health Plan Member Services Department
408. 885.4760 or Toll Free at 888.421.8444
Monday — Friday (9:00 a.m. — 5:00 p.m.)

OUR PLEDGE REGARDING MEDICAL INFORMATION

We understand that information about you and your health is confidential and personal. We are committed to
protecting health information about you. We create and maintain a record of the care and services you receive
through Valley Health Plan. We need this record to provide you with quality care and to comply with certain legal
requirements. This Notice will tell you about the ways in which we may use and share your Protected Health
Information ( PHI ). It also describes your rights and certain actions we must take when using or sharing your PHI
with other people or organizations.

We are required by law to:

¢ make sure that PHI that is linked to you is kept private and confidential (with some exceptions)
¢ give you this Notice about our responsibilities and privacy practices about your PHI; and

¢ follow the terms of the Notice that is currently in effect.

Except as outlined below, we will not use or share your PHI unless you have signed an authorization form that allows
us to do so. You have the right to cancel the permission by telling us in writing, except if we have used or shared your
PHI when you first gave us permission to do so.

HOW WE MAY USE AND SHARE YOUR PROTECTED HEALTH INFORMATION

The following sections describe different ways that we use, share or disclose your PHI. We will describe each
category of uses and disclosures, and give some examples. The law limits how we can use and disclose some PHI
related to treatment of drug and alcohol abuse, HIV infection, and mental illness. Not every use or disclosure in a
category will be listed. However, all of the ways we are permitted to use and disclose information will fall within
one of the following categories.
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For Treatment

We may use, share or disclose your PHI when necessary for you to receive treatment or services. For instance, we
may share your PHI with any doctor, health care professional or health facility involved in making decisions about
your care.

For Payment

We may use or share your PHI for payment, collection and billing purposes related to services provided to you. For
instance, we may use information regarding your medical procedures and treatment to process and pay claims, to
determine whether services are medically necessary or to pre-authorize or certify services covered under your health
benefits plan. We may share such information with another health plan to process and pay claims on your behalf.
We may also share PHI with any of your direct treatment providers so they can bill and collect payment for services
provided to you.

For Health Care Operations

We will use and share your PHI as permitted by law for health care operations, including credentialing health care
providers, peer review, business management, accreditation and licensing, utilization review and management, qual-
ity improvement and assurance, enrollment, underwriting, reinsurance, compliance, auditing, rating, and other func-
tions related to your health plan benefits. We may also disclose your PHI to another health care facility, health care
professional, or health plan for such things as quality assurance and case management, but only if that facility,
professional, or plan also has or had a provider relationship with you.

Some parts of our services are done through contracts with outside persons or organizations, such as auditing,
accreditation, actuarial services, legal services, etc. At times it may be necessary for us to provide some parts of your
PHI to one or more of these outside persons or organizations that assist us with our health care operations. In all
cases, we require these business associates to appropriately safeguard the privacy of your PHI.

Sponsor of the Health Plan

We may share your PHI with the employer or sponsor who pays for your health plan benefits. The employer or
sponsor is only permitted to use your PHI to determine your eligibility for health plan benefits, to enroll you in a
health plan and to make your premium payments.

Individuals Involved in Your Care or Payment for Your Care

We may share your PHI with a family member, friend, personal representative, or anyone else you want to be
involved in your care. We may share your PHI with anyone who helps pay for your care. Unless you tell us in
writing to do otherwise, we may tell your family or friends about your condition. If you are unavailable, incapaci-
tated, or facing an emergency medical situation and we determine that a limited disclosure may be in your best
interest, we may share limited PHI with such individuals without your approval.

Other Health-Related Products or Services

We may, from time to time, use your PHI to determine whether you might be interested in or benefit from treat-
ment alternatives or other health-related programs, products or services which may be available to you as a
member of the health plan. For example, we may use your PHI to inform you of a disease management program
that may help you manage your illness better. We will not use your PHI to tell you about non health-related
products or services without your written permission.
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AS REQUIRED BY LAW
We will use and share your PHI when required to do so by federal, state or local law.

To Avert a Serious Threat to Health or Safety

We may use and share your PHI when necessary to prevent or lessen a serious threat to your health and safety, or to
that of others. However, we will disclose your PHI only to a responsible person who is able to help prevent the
threat.

Organ and Tissue Donation
We may disclose your PHI to organizations that handle organ procurement or organ, eye or tissue transplantation or
to an organ donation bank, as necessary to help with organ or tissue donation and transplantation.

Military Service and Veterans

If you are or have been a member of the Armed Forces, we will disclose your PHI when so required by the appropri-
ate military command authorities. We may also release PHI about foreign military personnel to the appropriate
military authorities as authorized or required by law.

Workers Compensation
We may disclose your PHI as permitted by law for Workers Compensation or similar programs when necessary to
provide treatment, services, or benefits for work-related injuries or illness.

Public Health Risks
We may use and disclose your PHI for public health purposes. In general, these activities include, but are not
limited the following:

¢ to prevent or control disease (such as cancer or tuberculosis), injury or disability;
to report births and deaths;

to report the abuse or neglect of children, elders and dependent adults;

to report reactions to medications or problems with healthcare products;

to notify members of recalls, repairs or replacement of products they may be using;

* & & o o

to notify a person who may have been exposed to a disease or may be at risk for getting or spreading a disease
or condition;

¢ to notify the appropriate government authority if we believe a patient has been the victim of abuse, neglect or
domestic violence. We will share your PHI only if you agree, or when it is required or authorized by law.

Health Oversight Activities

We may use and disclose your PHI to a healthcare oversight agency as authorized or required by law. Examples
of oversight activities include audits, investigations, inspections, accreditation and licensure surveys. These
activities are necessary for the government to monitor the health care system, government programs, and compli-
ance with civil rights laws.
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Lawsuits and Disputes

We may disclose your PHI in response to a court or administrative order, a subpoena, discovery request, warrant,
summons, or other lawful process. We will do so only after we make efforts to tell you about the request (which may
include a written notice to you) or to obtain an order protecting the information requested.

Law Enforcement
We may use and share PHI if asked to do so by a law enforcement official:
* in compliance with a court order, subpoena, warrant, summons, grand jury subpoena or similar process;
* to identify or locate a suspect, fugitive, material witness, or missing person;
* about a victim of a crime, if, under some limited circumstances, we are unable to obtain the permission
directly from the victim of a crime;
* about a death we believe may be the result of criminal conduct;
* about criminal conduct in any of our contracted facilities; and
* in emergency circumstances to report: a crime; the location of the crime or victims; or the identity, description
or location of the person who committed the crime.

Coroners, Medical Examiners and Funeral Directors
We may use and share your PHI to the county coroner for purposes of identification; when investigating public
health concerns or criminal deaths; or when otherwise authorized by the decedent s representative.

National Security and Intelligence Activities
We may use and disclose your PHI to federal officials for intelligence, counterintelligence, and other national
security activities as authorized or required by law.

Protective Services for the President and Other Persons

As authorized or required by law, we may use and disclose your PHI to authorized federal officials so they may
provide protection to the President, the President s family, other designated persons or foreign heads of state, or to
conduct special investigations.

Inmates

While you are in a correctional institution or under the custody of law enforcement officials, we may use and
disclose your PHI to the correctional institution or law enforcement officials if they tell us that it is necessary: (1) to
provide the healthcare services you need, (2) to protect your health and safety or that of others, or (3) for the safety
and security of the correctional institution.

OTHER USES OF YOUR PROTECTED HEALTH INFORMATION

Other uses and disclosures of PHI not covered by this Notice, or by the laws that apply to us, will be made only with
your written permission. If you allow us to use, share or disclose your PHI, you may cancel that permission in
writing at any time. If you cancel your permission, we will stop any further use or disclosure of your PHI for the
purposes covered by your written permission, unless we have already done so based on your earlier permission. You
should understand that we are unable to take back any disclosures we have already made with your permission and
that we are required by law to keep records of the services or treatment we provided to you.

YOUR RIGHTS REGARDING YOUR PROTECTED HEALTH INFORMATION
NOTE: PLEASE KEEP IN MIND THAT VALLEY HEALTH PLAN COLLECTS AND MAINTAINS INFOR-

MATION REGARDING YOU AND YOUR HEALTH CARE SERVICES. YOUR MEDICAL RECORD IS
MAINTAINED BY YOUR DIRECT MEDICAL TREATMENT PROVIDER.
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You have the following rights regarding your PHI that VHP maintains in our facilities:

Right to Inspect and Copy

Except for information related to treatment of mental illness, or information gathered in a civil, criminal, or
administrative action or proceeding, or some PHI subject to the Clinical Laboratory Amendments of 1988, you
have the right to ask to inspect your PHI. To inspect your PHI maintained at Valley Health Plan, you must send a
specific request in writing to the VHP Member Services Department, 2325 Enborg Lane, Suite 290, San Jose, CA
95128. In many instances, we may refer you to your direct treatment provider in order for you to inspect, amend
or copy your PHI contained in the medical record.

You may ask for a review if we deny access to inspect and copy your PHI, except for the following: 1) in circum-
stances listed above; 2) you are an inmate and the copies would jeopardize your health, safety, security, custody, or
rehabilitation or that of others; 3) if the PHI is controlled by the Privacy Act and access is not permitted by law; or
4) if the PHI was obtained from someone other than a healthcare provider under a promise of confidentiality, and
access to the PHI would reveal who that person is.

You must ask for a review in writing addressed as follows:

VHP Privacy Coordinator
2325 Enborg Lane, Suite 290
San Jose, CA 95128

Right to Amend

If you feel that your PHI in our custody is incorrect or incomplete, you may ask us to correct and amend the PHI.
You have a right to request a change for as long as we keep your PHI. To ask for change, you must send a written
request with a reason that supports your request to the VHP Member Services Department, 2325 Enborg Lane, Suite
290, San Jose, CA 95128.

We may deny your request to amend PHI maintained by Valley Health Plan. In addition, we may deny your request
if you ask us to change or amend PHI [information] that:

was not created by us;

is not part of the information kept by or for us;

is not part of the information which you are permitted by law to inspect and copy; or
is accurate and complete.

> & & o

If we deny your request for a change to your PHI, you have the right to submit written correction about any item
or statement in your record you believe is incomplete or incorrect. The correction cannot exceed 250 words per
alleged incomplete or incorrect item in your record.

REMINDER: Your medical record is maintained by your direct medical treatment provider and we may direct
you to send your request to that provider.

Right to an Accounting of Disclosures

You have the right to request a list of how we have disclosed or shared your PHI, other than disclosures made in
the following circumstances: 1) to you or authorized by you; 2) for national security or intelligence purposes; 3)
to correctional institutions or law enforcement; 4) as part of limited data set as permitted by law; or 5) for treat-
ment, payment and healthcare operations (as described above). To request this accounting of disclosures, you
must send your request in writing to the VHP Member Services Department, 2325 Enborg Lane, Suite 290, San
Jose, CA 95128.
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Your request must state a time period, which cannot be longer than a six-year period and cannot include dates before
April 14, 2003. Your request should describe the type of list you would like (for example, on paper or electroni-
cally). The first list you request within a 12-month period will be free. For additional lists, we may charge you for
the costs of providing the list. We will notify you of the cost involved and you may choose to withdraw or modify
your request at that time before any costs are incurred.

Right to Request Restrictions

You have the right to ask that we limit how we use or disclose your PHI for treatment, payment or healthcare
operations. You also have the right to ask us to limit the PHI we disclose about you to someone who is involved in
your care or the payment for your care, such as a family member or friend. We are not required to agree to your
request. 1f we do agree, we will comply with your request unless the information is needed to provide emergency
treatment to you. To request restrictions, you must send a request in writing to the VHP Member Services Depart-
ment, 2325 Enborg Lane, Suite 290, San Jose, CA 95128.

In your request, you must tell us the following: (1) what information you want to limit; (2) whether you want to limit
our use, our disclosure or both; and (3) to whom you want the limits to apply (for example, disclosures to your
spouse or a family member).

Right to Request Confidential Communications

You have the right to ask that we communicate with you about your PHI in a certain way or at a certain location. We
will accommodate reasonable requests of this nature. For instance, if it is a matter of safety or security, you can ask
that we contact you at a phone number and address other than your home phone and address. To request confidential
communications, you must send a written request to the VHP Member Services Department, 2325 Enborg Lane,
Suite 290, San Jose, CA 95128.

We will not ask the reason for your request and we will accommodate all reasonable requests. Your request must
specify how or where you wish to be contacted.

Right to a Paper Copy of this Notice

You have the right to a paper copy of this Notice. You may ask us to give you a copy of this Notice at any time in
person or in writing by sending in a written request addressed as follows: VHP Privacy Coordinator, 2325 Enborg
Lane, Suite 290, San Jose, CA 95128.

Even if you have agreed to receive this Notice electronically, you are still entitled to a paper copy of this Notice.
You may obtain an electronic copy of this Notice from our website at www.valleyhealthplan.org.

CHANGES TO THIS NOTICE

We reserve the right to change our privacy practices and this Notice. We reserve the right to make the revised or
changed Notice effective for the PHI we already have about you, as well as any other information we create in the
future. The effective date of the Notice will be displayed on the first page. You may ask at any time for a copy of the
current Notice in effect and we will give it to you.

COMPLAINTS

If you believe your privacy rights have been violated, you may file a complaint with us, or with the Secretary of the
Department of Health and Human Services. To file a complaint with us, you must send a written notice to:

VHP Member Services Department
2325 Enborg Lane, Suite 290
San Jose, CA 95128

You will not be penalized for filing a complaint. 282 REV 1107
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