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	WORKSHEET 1: ESSENTIAL FUNCTIONS


	The information collected in this worksheet should be used to determine the organization’s “Essential Functions,” and the underlying activities and tasks that support these Essential Functions. 

Step 1: Identify the organization’s operating departments, divisions, or business units in Column 1.

Step 2: For each operating unit, identify ALL organization functions, and list them in Column 2.

Step 3: For each organization function, determine the underlying activities and tasks that are conducted as a result of this function.  List these    
              activities/tasks in Column 3.

Step 4: Determine whether the organization function listed in Column 2 is “essential,” and must be included in the organization’s COOP/COG Plan.  In    
              order to determine whether the function is essential:  (i) review the organization’s mission statement; or (ii) using Worksheet 2, assess the    
              impact of the overall loss of this function on the agency; or (iii) using Worksheet 2, determine whether any of the activities/tasks underlying   
              this function are critical, thereby making the overall function “essential.” Indicate whether the function is essential in column 4.

Step 5:  Determine the level of priority and Resumption Time Objective (RTO) for any function that is determined to be essential and note it in Column 5.


	Column 1
	Column 2
	Column 3
	Column 4
	Column 5

	Department/Division/
Business Unit
	Organization Function
	Activities and Tasks
	Is this function essential?
	Assign level of priority for each essential function (A, B, C, D, E)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



	WORKSHEET 1a: SUPPLEMENT TO WORKSHEET 1 - ESSENTIAL FUNCTIONS PROCESS DETAILS


	Certain critical activities or tasks underlying an Essential Function covered by the COOP/COG Plan involve extensive processes or detailed interim steps that warrant additional documentation for COOP/COG planning purposes; however, under emergency conditions, some process steps may be abbreviated or eliminated.  The basis of this worksheet is to further dissect each Essential Function with the objective that, while the overall function may be deemed to be essential, individual steps taken to complete the process may not be necessary in the event of the COOP/COG Plan activation. This worksheet is used to detail these processes, and should be used to streamline the delivery of the Essential Function under emergency conditions.  The format facilitates breaking down the work structure into succinct steps to capture current business policies, procedures, and best practices.  Each column is optional, depending upon the nature of the operations.
· Department/Division: _______________________________________________
· Function/Activity: __________________________________________________
· Recipients (Who is Served?): _________________________________________
· Operations Schedule/Volume: ________________________________________


	Column 1
	Column 2
	Column 3
	Column 4
	Column 5

	Stage
	Brief Name
	Process Description Notes
	Key Policy, Procedure or Performance Issues
	COOP/COG Process Variation Notes

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



	
WORKSHEET 2: ESSENTIAL FUNCTIONS QUESTIONNAIRE


	Use this Worksheet to determine which agency functions are “essential,” and must be identified on Worksheet 1. 
This Worksheet should only be used when it is unclear whether an organization’s function (listed in Worksheet 1) is “essential” vs. “non-essential.”  It is not necessary to complete this Worksheet for a function that is determined to be non-essential due to its inherent nature.

Step 1:  Complete the questions in this Worksheet 2 for EACH organization function listed in Worksheet 1 for which the agency is unclear 
               regarding the nature (e.g. “essential” or “non-essential”).

Step 2:  Based on the information gathered in this Worksheet, determine whether each agency function listed in Worksheet 1 is “essential,” 
               or non-essential, and complete Worksheet 1 accordingly.

	Agency Function

	1. Services this function provides:  


	2. In addition to the services listed in 1 above, would the loss of this function keep the organization from supplying any other services to the public and/or other government agencies?


	3. Other organization functions (within this organization) that depend on this function:


	4. Other organizations that depend on this function:


	5. The loss of this function would have the following legal ramifications due to regulatory statutes, contractual agreements, or other laws (specify the area of exposure):


	6. Indicate the peak time(s) of year for this function or its associated applications:

     Jan     Feb     Mar    Apr     May     Jun     Jul      Aug     Sept     Oct    Nov    Dec   N/A

	7. Indicate the peak day(s) of the week for this function or its associated applications:

     Sun    Mon     Tue    Wed     Thurs     Fri     Sat   

	8. Indicate the peak hour(s) of the day for this function or its associated applications: 

     1    2    3      4      5     6     7      8      9    10    11    12   13   14   15   16   17   18   19    20    21  22    23    24

	9. Are there any other peak loads or stress considerations?


	10. Have you developed or established any backup procedures (manual or otherwise) to be employed to continue agency functions in the event that the associated applications are not available?


	11. Specify any other factors that should be considered when evaluating the impact of the loss of the function, such as number of function recipients and criticality of the function to them.


	12. Does an analysis of the responses to the above questions indicate that this function should be considered “essential to the agency? If yes, indicate below when such label is appropriate:
Always ________ 
During the following period of the year: ________ 
During the following time of the month: ________ 
During the following time of the week: _________ 
Other time period.  Specify: __________________ 












	WORKSHEET 3: RESOURCE REQUIREMENTS FOR ESSENTIAL FUNCTIONS


	Complete this Worksheet for EACH Essential Function identified on Worksheet 1.

Step 1: List each of the critical activities and tasks that are part of the Essential Function (from Worksheet 1) in Column 1.  Critical activities and 
              tasks were listed on Worksheet 1/Column 3.

Step 2: Identify facilities or worksites that serve as a physical location for the essential function or that are required to ensure performance of the 
              essential function.

Step 3: Identify the vital records, databases, equipment, services, modes of communication, facilities or work space required to perform the 
              activity/task.  Do not include resources that may be useful but are not essential to the activity or task.  

              Determine the number of personnel needed to conduct the activity/task. 

Step 4: Identify the necessary vendors or suppliers whose goods or services are currently required in order to carry out the activity/task, and 
              identify other agencies that rely on your agency to provide services or support in connection with these activities.

Essential Function: _________________________________________________


	Column 1
	Column 2
	Column 3
	Column 4
	Column 5
	Column 6
	Column 7

	Activities & Tasks
	Facilities or Worksites
	Communication Systems
	Personnel
	Vital Records & Databases
	Vital Systems & Equipment
	Key Vendors, Critical Government Agencies or Departments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



	WORKSHEET 4: SPECIFIC THREAT IMPACT ASSESSMENT


	Use this Worksheet to determine the impact of the potential threats on the organization’s ability to perform its essential functions. 

Step 1: List all of the threats that may potentially have an impact on the organization’s ability to deliver its essential functions in Column 1. 

Step 2: Determine the severity of the impact if the event listed in Column 1 occurred. Assign a numerical value to the severity of the impact in 
              Column 2 using the following scale:
Catastrophic Event = 4
Major Event = 3
Moderate Event = 2 
Minor Event = 1

Step 3: Indicate the probability that the event identified in Column 1 will occur in Column 3.  Assign a numerical value based on the following       
              criteria:
Frequent = 4
Occasional = 3
Uncommon = 2
Remote = 1
Step 4: Determine the impact of the risk by multiplying the severity by the probability. Risks with a score of 6 or higher are considered to cause a significant disruption to operations. 


	Column 1
	Column 2
	Column 3
	Column 4

	Event
	Severity
	Probability
	Score

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



	WORKSHEET 5: PRELIMINARY VULNERABILITY ASSESSMENT


	Use this Worksheet to determine the impact of the loss of critical resources on essential functions. 
Step 1: List all of the essential functions identified in Worksheet 1.

Step 2: For each of the resources listed in Columns 2-7, indicate the level of impact to the organization’s ability to perform the essential function 
              if the resource was lost.  Note:  The impact to facilities or worksites may differ depending on whether the event is localized or area-wide. 
              Use the following numerical schema to indicate the impact of the lost resource:
Major = 4
Significant = 3
Moderate = 2
Minimal = 1
None or N/A = 0

Step 3: For those areas where the impact is major or significant (4 or 3), does the organization have existing capabilities to recover the essential 
              function if the resource were lost? Those areas where existing capabilities do not exist to recover the essential function are identified as 
              vulnerabilities. 

	
	Impact of Lost Resource on Essential Function

	Column 1
	Column 2
	Column 3
	Column 4
	Column 5
	Column 6
	Column 7

	Description of Essential Function
	Facilities or Worksites
	Communications Systems
	Personnel
	Vital Records & Databases
	Vital Systems & Equipment

	Key Vendors, Critical Government Agencies or Departments

	
	Local
	Area-wide
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	



	WORKSHEET 6: RESUMPTION STRATEGIES


	Use this Worksheet to identify succinct courses of action that can be taken if a disruption occurs – alternative means for conducting operations, under emergency conditions, to assure that time-critical activities are resumed. 

Step 1: List all of the essential functions identified in Worksheet 1.

Step 2: Refer to the vulnerabilities identified in Worksheet 5.

Step 3: Identify the resumption strategy for each vulnerability identified in Worksheet 5.  Note: In some cases, an organization may not have 
              developed resumption strategies.  If a resumption strategy does not exist for a vulnerability, it should be noted on this worksheet.


	
	Resumption Strategies

	Column 1
	Column 2
	Column 3
	Column 4
	Column 5
	Column 6
	Column 7

	Description of Essential Function
	Facilities or Worksites
	Communications Systems
	Personnel
	Vital Records & Databases
	Vital Systems & Equipment

	Key Vendors, Critical Government Agencies or Departments

	
	Local
	Area-wide
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	




	WORKSHEET 7: MINIMUM FACILITY REQUIREMENTS


	If the Essential Function in Worksheet 3 requires facilities or space, this Worksheet should be completed to identify the resources required.

Step 1:  For each Essential Function listed in Worksheet 1, identify the minimum number of personnel, equipment and communications services 
               needed in order to carry out the Essential Function.  

Step 2:  Describe the minimum amount of space needed to carry out the Essential Function, as well as any security and access requirements   
               required for the facility.


	
	Resumption Strategies

	Column 1
	Column 2
	Column 3
	Column 4
	Column 5
	Column 6
	Column 7

	Essential Function 
	Number of Personnel 
	Equipment 
	Communications 
	Space Required
	Security
	Access

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	




	WORKSHEET 8: ALTERNATE WORKSITE OPTIONS


	This Worksheet should be used to track alternate worksites and facilities.

Step 1:  Identify alternate worksites or facilities that could be used by the agency in the event of an emergency.

Step 2:  Identify any legal agreements currently in place for that facility, and the date of the agreement.

Step 3:  Provide pertinent information that is specific to the use of that facility.


	Column 1
	Column 2
	Column 3
	Column 4

	Facility 
	Lease or other Agreement
	Date Executed/Contact
	Special Notes 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



	WORKSHEET 9: INTEROPERABLE COMMUNICATIONS SYSTEMS


	This Worksheet addresses the need for operable and interoperable communications in the event of an emergency.  This worksheet is designed to assist the agency to identify the critical communications systems that support the Essential Functions listed on Worksheet 3.

Step 1: List each communication system from Worksheet 3 in Column 1.

Step 2: List the current provider(s) for each communication system in Column 2.

Step 3: In Column 3, provide a list of the services this provider is currently providing.  This information should be used in future COOP/COG 
              planning efforts to determine the types of communications services the organization requires in order to effectively deliver its Essential 
              Functions. 

Step 4: In Column 4, include the emergency communications services that are currently being supplied by various vendors.  This will help the    
              organization determine, in future COOP/COG planning efforts, whether emergency communications services are adequate for carrying on 
              essential functions or whether there is an existing “gap” that must be addressed and remedied by the organization’s COOP/COG Plan.

Step 5: Under Column 5, list any alternate providers or modes of communications that you are aware of or have identified and that may be 
              considered as back-up providers for certain communications services in the event that the primary provider is not able to provide those 
              services.  


	Column 1
	Column 2
	Column 3
	Column 4
	Column 5

	Communications System
	Current Provider 
	Services Provided 
	Emergency Services  
	Alternate Providers or Modes

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



	WORKSHEET 10: KEY PERSONNEL (If you have already completed Worksheet 14, there is no need to use this one.)	


	This Worksheet is used to determine the order of succession for key positions that support each Essential Function.  

Step 1:  List each Essential Function, as identified on Worksheet 1.

Step 2:  List the title of the positions that are critical to carrying out the Essential Function.

Step 3:  For each position, list the successor or successors who will be responsible for ensuring that the Essential Function is carried out in the 
               event that the current individual is unable to perform the responsibilities of that position.


	Column 1
	Column 2
	Column 3

	Essential Function
	Key Position
	Best Alternate(s)

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



	WORKSHEET 11:  VITAL RECORDS AND DATABASES


	If the Essential Function in Worksheet 3 relies on the use of Vital Records, this Worksheet should be completed.

Step 1:  List the vital records needed to support the operation of the Essential Function for at least thirty (30) days. Do not include records that 
               may be useful but are not essential to performing the service. 

Step 2:  List the activity or task that relies on this record.

Step 3:  Describe the form (paper, electronic, microfilm), current location, and maintenance frequency of the record.  

Step 4:  Identify current and additional protection methods for the record.

Step 5:  Identify restoration or resumption resources (internal or external) including contact information, and services that they can provide in 
               the event of an emergency. 


	Essential Function:	

	Column 1
	Column 2
	Column 3
	Column 4
	Column 5
	Column 6
	Column 7
	Column 8
	Column 9

	Vital Record 
	Associated Activity
	Form of Record 
	Current Location
	Current Policies and Procedures for  Maintenance and/or Back Up 
	Current Protection Methods
	Recommendations for Additional Protection Methods
	Restoration Agency or Vendor
	Services Provided

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	




	WORKSHEET 12:  MISSION CRITICAL SYSTEMS & EQUIPMENT	


	 If the Essential Function in Worksheet 3 relies on Vital Systems or Equipment, this Worksheet should be completed.

Step 1:  List the mission critical systems or equipment needed to support the operation of the Essential Function for at least thirty (30) days. Do 
              not include systems or equipment that may be useful but are not essential to performing the service. 

Step 2:  Describe any dependent processes or systems which rely on this vital system or equipment. 

Step 3:  Identify the type and location of the mission critical systems or equipment. 

Step 4:  Describe the current protection methods for these Mission Critical Systems and Equipment.

Step 5:  Identify alternate systems or equipment and vendors that can be called upon to restore or replace systems that are inoperable.


	Essential Function:

	Column 1
	Column 2
	Column 3
	Column 4
	Column 5
	Column 6
	Column 7

	Mission Critical or Equipment and Brief Description 
	Associated Activity or Task
	Dependent Process/System
	Location
	Current Protection Methods
	Alternate Systems or Equipment 
	Restoration Resources

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



	WORKSHEET 13: VENDORS & SUPPORTING AGENCIES	


	If the Essential Function in Worksheet 3 requires private vendors, this Worksheet should be completed.

Step 1:  List the name of each vendor or supporting agency identified in Worksheet 3, and describe the products or services being supplied, or 
               services offered by the supporting agency.

Step 2:  List the activity or task being supported by this vendor’s goods or services.

Step 3:  List the Resumption Time Objective for this activity or task.

Step 4:  If there are multiple vendors currently providing the agency with this service, list each one.

Step 5:  Has the agency identified additional/back-up vendors that are capable of providing these goods or services (but do not currently have a 
               contract with the agency)? 

Step 6:  Determine whether the current vendor is capable of delivering the goods or services within the allotted RTO? 


	Essential Function:

	Column 1
	Column 2
	Column 3
	Column 4
	Column 5
	Column 6
	Column 7

	Name of Vendor or Supporting Agency
	Description of Product or Service  
	Which Activity or Task Does this Vendor or Supporting Agency Support? 
	RTO
	Multiple Vendors Currently Supporting this Service?
	Have you Identified Other Potential Vendors or Supporting for this Service?
	Can this Vendor or Agency Satisfy RTO?

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



	WORKSHEET 14: KEY POSITIONS & LINES OF SUCCESSION (Complete either Worksheet 10 or 14)


	This Worksheet is used to determine the order of succession for key positions that support each essential function.  In determining if a position is a “key position” in the organization, it is helpful to consider the following:

1. Which positions do personnel and management consider to be critical to their division?

2. Which positions have been most critical during past emergencies?

3. What skills or requirements made these positions critical?

4. Were there any unfavorable consequences resulting from vacancies in this position in the past?

5. Has the organization faced unforeseen problems in the past resulting from a particular vacancy?

Step 1:  List each essential function, as identified on Worksheet 1, in Column 1.

Step 2:  List the title of the positions that are critical to carrying out the Essential Function.

Step 3:  For each position, list the successors (at least 2) who will be responsible for ensuring that the essential function is carried out in the event 
               that the current individual is unable to perform the responsibilities of that position. 


	Column 1
	Column 2
	Column 3

	Essential Function
	Key Position
	Successor(s) 

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



	WORKSHEET 15: DELEGATIONS OF AUTHORITY
	

	This worksheet should be used to capture delegations of authority. To ensure rapid response to any emergency situation that requires COOP/COG Plan implementation, organizations should pre-delegate authorities for making policy determinations and decisions at headquarters, field levels and other organizational locations, as appropriate.

Step 1:  List the authority to be delegated in the event of an emergency and the individual who will be charged with carrying out the authority 
               in Column 1.

Step 2:  Describe the type of authority (e.g. emergency, administrative) in Column 2.

Step 3:  List the title of the individual who is currently in the position of authority in Column 3.

Step 4:  List the conditions that will trigger the delegation of this authority to another individual in Column 4.

Step 5:  List the limitations on the delegation of authority (statutory or others) in Column 5.


	Column 1
	Column 2
	Column 3
	Column 4
	Column 5

	Authority 
	Type of Authority 
	Position(s) Holding Authority 
	Triggering Conditions 
	Limitations on Delegation

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



	WORKSHEET 16: CRITICAL ACTIVITY RESUMPTION PROCEDURES

	This worksheet is used to document the procedures to be taken to recover an essential function.  This format facilitates breaking down the overall resumption process into succinct steps in order to ensure that the resumption plan is operationally feasible. Each column is optional depending on the nature of the operations and level of detailed steps required for resumption of operations.

Step 1:  For each essential function or activity, document the steps to be taken to recover the function or activity.  Number the steps in Column 1, 
               assign a brief name to each step in Column 2, and include a description of the process in Column 3.

Step 2:  In Column 4, identify the person, by position, who would normally lead each step. 

Step 3:  In Column 5, identify any step or task dependencies. 

Step 4:  In Column 6, identify any steps or tasks that are dependent on this step (successor task dependencies).


	Department/Division: 

	Essential Function/Activity:

	Column 1
	Column 2
	Column 3
	Column 4
	Column 5
	Column 6

	Stage/Step No. 
	Brief Name 
	Process Description Notes
	Staff Position Who Normally Leads
	Predecessor Task Dependencies
	Successor Task Dependencies
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