
County of Santa Clara

Office of the Sheriff
Body Worn Camera (BWC) System

Proposed Surveillance Use Policy

I. Purpose

This policy is intended to provide deputies with guidelines on when and how to use body-
worn cameras (BWCs) including both audio and video recording so that deputies may
reliably record their contacts with the public, arrestees and inmates in accordance with the

law. BWCs provide documentary evidence for criminal investigations, internal or
administrative investigations and civil litigation. Peace officers and public officers employed

by the Sheriff s Office ("deputy") shall utilize this device appropriately and in accordance

with the provisions in this Surveillance Use Policy to maximize the effectiveness of the
audio/video documentation, to achieve operational objectives, and to ensure evidence
integrity. While BV/C recordings can provide an objective record of events, it is understood

that video/audio recordings may not necessarily reflect the entire experience or state of mind
of the individual deputy in a given incident. In some circumstances, the BV/C will capture

information that may not have been heard and/or observed by the involved deputy(ies).

Similarly, there will be situations where the BWC will not capture information that was

heard andlor observed by the involved deputy(ies). BWCs have also been proven to be

valuable in their ability to direct and supplement deputy training. BWCs also provide
transparency for the community as well as individual and organizational accountability.
BWCs can help build community trust, improve conduct and behavior, and reinforce
community policing.

BWCs are small video cameras typically attached to a deputy's clothing, helmet, or
sunglasses. They capture, from adeputy's point of view, video and audio recordings of the

deputy's activities, including traffic stops, arrests, searches, interrogations, and critical
incidents such as deputy-involved shootings. The primary objective of the BWC system is to
document deputy contacts, arrests, and critical incidents. Video footage collected by the

BWCs will be used as evidence in both criminal and administrative investigations. Video
footage not relevant to any investigation will be discarded after a defined retention period.

It is the policy of the Sheriff s Office that deputies shall activate the BWCs when such use is

appropriate in the proper performance of their official duties, where the recordings are

consistent with this policy and law. This policy does not govern the use of surreptitious
recording devices in investigative operations. The Santa Clara County Sheriff s Office will
provide deputies BWCs for use during the performance of their official duties. Deputies will
only use the BWC system issued and approved by the Sheriff s Office for official duties.

The wearing of any other personal video recorder for the same purpose is not authorized
without permission of the Division Commander.
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II. General Use

A. Authorized uses of BWC footase include:

Use as evidence in criminal investigations

a

a

a

a

Use as evidence in administrative investigations (e.g., allegations of deputy
misconduct)

Use to enhance the accuracy of deputies' reports and testimony in court,
unless otherwise prohibited by this Policy

Use for deputy evaluation and training

Use as a training aid, if an incident captured on a recording has training value

Supervisors will randomly audit BV/C recordings to ensure that the equipment
is operating properly and that deputies are using BWCs appropriately and in
accordance with policy and procedure

a

B. USE OF BODY WORN CAMERA

At the beginning of each shift, deputies shall determine whether their recording
equipment is operational in accordance with the BV/C manufacturer's
specifications. If a problem is found, the deputy shall arrange for repair or
adjustment. The deputy shall also ensure that the camera is fully charged and that
the data from the previous shift has been downloaded. If the system is
malfunctioning, the deputy shall immediately report this to their supervisor.

If a BWC malfunctions or is inoperable and the deputy cannot utilize a BWC
during their shift, this shall be noted in all written reports so that there is a
contemporaneous record.

3. During their shift, deputies shall:

Ensure that the BWC is properly worn and positioned to record events

Wear the recorder in a conspicuous manner

Make every reasonable effort to activate the BWC prior to making contact
in any of the following incidents:

(1) AnV investigative encounter to confirm, or dispel a suspicion that the
person may be involved in criminal activity. This includes detentions,
vehicle stops,jail altercations, pedestrian stops and consensual
encounters.

(2) Probation searches, Parole searches, post release community supervision
seatches, mandatory supervision, cell extractions or consent searches;
however, strip searches shall not be recorded unless a confrontation
occurs.

1

2

a.

b.

c.
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(3) Service of search or arrest warrants; and,

(4) AX suspect statements.

Make every reasonable effort to record any contact should the contact

become confrontational, assaultive, or enforcement-oriented.

The deputy will not edit or delete any files recorded by the BWC without
supervisor approval.

This policy is not intended to describe every possible circumstance. In addition to
the required conditions of operation, deputies should activate the system any time
they feel its use would be appropriate and/or valuable to document an incident.

Recording such contacts shall be the rule and not the exception. If circumstances
prevent a deputy from recording such a contact, then this must be noted along with
the explanation in any subsequent report.

6 Deputies shall activate their BWC prior to making contact in any of the following
circumstances:

a. Enforcement encounters where there is a reasonable suspicion that the person

is involved in criminal activity or a violation of law. This includes, but is not
limited to, dispatched calls where criminal activity is reported and/or
suspected, self-initiated activities including consensual contacts, traffic stops,

pedestrian checks, or any other investigative or enforcement encounters.

b. Any other contact that becomes adversarial after the initial contact in a
situation that would not otherwise require recording.

7. Deputies may activate the BWC before/during any other incident at their discretion.

Unless it is unsafe or impractical to do so, or mechanical issues impede the use of the

device, it is recommended that deputies record any interview, pedestrian or inmate

contacts, and other events.

9. Deputies shall not use the BWC to record any conversations of or between another
department member or employee without the member's/employee's knowledge or
consent.

10. Once activated, the recording should not be intentionally terminated until the deputy's
direct participation in the incident is complete; or the situation no longer f,rts the

criteria for activation (e.g. prisoner in custody and seated in a patrol car); or for
purposes of exchanging confidential information or conducting interviews with crime
victims, confidential informants or witnesses who do not wish to be recorded
(examples of this can include witness interviews or victim interviews on sensitive

cases, e.g. sexual assault, child abuse, etc.) or unless tactical, safety, privacy concerns

or practical reasons dictate otherwise. If the recording is terminated prior to the
conclusion of the incident or contact for reasons other than those contemplated by this

d.

4

5
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section, the reasons for the premature termination must be documented in the report.
In the event no report is prepared, then the fact that the recording was terminated
prematurely must be documented in an Employee's Report and provided to the
supervisor.

I l. Deputies are not required to advise or obtain consent from a private person when:

a. In a public place,

b. At anyjail of the jail facilities, or

In a location where there is an expectation of privacy but the deputy is
lawfully present.

12. Whenever possible, deputies should inform individuals that they are being recorded.
In locations where individuals have a reasonable expectation of privacy, such as a

residence, they may decline to be recorded unless the recording is being made in
pursuant to an arrest or search of the residence or the individuals. The BWC shall
remain activated until the event is completed in order to ensure the integrity of the
recording unless the contact moves into an area restricted by this policy.

13. In general, deputies should not activate the BWC and/or use caution when entering a
public locker room, changing room, restroom, hospital or health facility, doctor's or
lawyer's office or other place where individuals unrelated to the investigation are
present and would have a heightened expectation of privacy. Deputies should not
record the provision of patient care at any hospital or health facility unless the
circumstances dictate the need for BWC activation, such as the contact becoming
uncooperative or resistive

14. If adeputy fails to activatethe BWC, fails to record the entire contact, or intemrpts
the recording, the deputy shall document why a recording was not made, was
intemrpted, or was terminated.

15. SherifßEmergency Response Team (SERT) personnel who are issued BWCs and
are engaged in an active Tactical SERT event shall defer to the SERT Tactical
Commander for direction on the activation of the BWC.

16. Deputies are not required to activate the BWC when engaged in privileged
communication as defined by the Evidence Code.

C. CUSTODY BUREAU

Deputies assigned to the Custody Bureau shall activate their BWCs in accordance
with the general procedures set forth in this policy, as well as while in the
performance of the following duties:

1. Anytime an inmate is removed or escorted from their cell or holding area

2. Entering a cell, dormitory housing, or holding area occupied by an inmate (i.e.
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conducting a count inside a minimum housing setting, window checks)

a. Exception- supervising a pod time or conducting general observation
and intensive observation checks, unless a situation arises that dictates
otherwise

3. Processing of new arrestees (except during the supervision of medical screenings

or classification interviews)

4. Resistive Inmate Movement (RIM) activations

5. Searches of a cell, dormitory housing, or holding area (i.e. shakedowns)

6. Supervising inmate workers who are in close proximity to security exit/entry
points or perimeters

7. During on-loading and off-loading of Transportation vehicles

8. Responding to inmate fights or disturbances, emergency situations,
uncooperative inrnat{s), use of force situations, unusual or suspicious
circumstances, and interactions with inmates with a history of uncooperative or
unpredictable bdnvicr.

9. Deputies shall not record inmates while conducting a strþ search, conducting a

classification or medical interview, during the time medical care or treatment is

provide to an inmate, or during inmates' use of a toilet or shower. There may
be circumstances which dictate the need for BWC activation, such as the inmate
becoming uncooperative or resistive, or the possibility of an allegation of
misconduct arises from the contact.

D. PROHIBITED USES

Prohibited uses of the BWC system include

Using the BWC system for personal purposes

Recording conversations between other employees without their consent

Making copies of BWC videos for personal use, or disseminating those videos in
any form or manner outside the parameters of this Surveillance Use Policy.
Accessing, copying, or releasing files for non-law enforcement purposes is
prohibited.

Removing, dismantling, or tampering with any hardware and/or software
component of the BWC system

Recording the provision of patient care at any hospital or health facility, unless

the circumstances dictate the need for BWC activation, such as the patient

a

a
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becoming uncooperative or resistive/assaultive

III. Data Collection

A. The BWC collects video and audio recordings of events occurring in the user's
presence. As each video is created, the system automatically stamps the video with
the current date ltime and the camera user's identity. The user has the option to add
metadata manually to existing recordings after they are created. Such metadata may
include but is not limited to:

Category of contact (from Sheriffs' Office defined list)

Disposition of contact (arrest, citation, etc.)

Associated case number

B. Any data obtained through the BWC footage must be used and handled pursuant to
this policy.

C. Recordings

l. Unauthorized use, duplication, andlor distribution of B WC files is prohibited.

a. Personnel shall not make copies of any BWC file for their personal use, to include
but not limited to, uploading files to public or social media internet web sites, and
are prohibited from using a recording device such as a phone camera or secondary
video camera to record BWC files.

b. All recorded media, images, and audio from the BWC shall not be copied,
released, or disseminated in any form or manner outside the parameters of this
policy without the express consent of the Sheriff or his or her designee.

c. The BWC data should be uploaded in a timely manner.

2. Deputies shall not remove, dismantle, or tamper with any hardware and/or software
component or part of the BWC.

IV. Data Access and Public Requests

A. DEPARTMENTAL FILE REVIEW

1. Sherifß personnel may review BWC files as follows:

a. For their involvement in an incident, in order to complete a criminal investigation
and./or prepare official reports.

b. Prior to courtroom or deposition testimony or for courtroom presentation.

a

a
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c. By a supervisor reviewing a specific incident;

d. By a Sheriffs Office detective or investigator who is participating in an official
investigation, such as a criminal investigation, a personnel complaint or an

administrative inquiry;

e. By others with the permission of a supervisor if they are participating in an official
investigation or other official reasons.

In accordance with the "Off,rcer-Involved Incident," as defined by the Santa Clara

County Police Chiefs Protocol or case involving a serious bodily injury, the involved
deputy will provide an initial statement to investigators prior to reviewing any recorded

footage of the incident. The involved deputy will have an opportunity to review
recordings after the initial statement has been taken and provide a supplemental
statement if desired. A deputy may review the B\MC file prior to completing an incident
report for other events that are not an "Ofñcer-Involved Incident,r' or case involving a
serious bodily injury.

Critical Incidents: Deputies will be allowed to consult legal representation prior
to providing a statement pursuant to an administrative and./or criminal inquiry.

a. When safe and practical, an on scene supervisor may retrieve the BWC from the
involved deputy(ies) at the scene. The supervisor will be responsible for assuring

the camera is docked and uploaded to the storage server.

b. Following a time sensitive critical incident, a video may only be viewed by the on
scene supervisor prior to being uploaded to the storage server:

i. When exigent circumstances occur, such as when a deputy is injured, or to obtain
identifying suspect information or other pertinent information.

ii. To allow investigators, such as Internal Affairs personnel, to view video in order
to assist in an investigation.

4. The server shall only be accessed from Department authorized computers.

B. BWC FILE REOUEST

1. Departmental requests

a. Copies of the BWC data shall only be released to authorized personnel following a

formal request to the relevant Division Commander, Assistant Sheriff, Undersheriff
or Sheriff.

b. BWC recordings shall be treated as other forms of direct evidence and subject to
discovery and disclosure in accordance with law.

Non-Departmental requests must be approved by the Sheriff or his/her designee and in
accordance with the following:

2.

J

2
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a. All other requests for a BWC file shall be accepted and processed in accordance
with federal, state, local statues and Departmental policy as set forth in General
Order 16.01 Release of Records and Information.

b. Media inquiries and/or requests shall be received and processed in accordance with
General Order 24.00.

c. Any identifiable personnel captured on either audio or video will be advised in
writing, prior to any release under CPRA (California Public Records Act) and the
guidelines consistent with the General Orders and Penal Code $832.5.

d. An individual who has filed an officer-misconduct complaint against Sheriff s

Office personnel may view applicable BWC footage with Sheriff s Administrative
Investigators, subject to the following conditions:

1. When viewing the BWC footage is not prohibited by applicable law as

determined by County Counsel;

2. When the BWC footage is not part of a criminal investigation, civil lawsuit,
or goverìment tort claim process;

3. When the person viewing the BWC footage is the subject or recipient of the
alleged officer misconduct;

4. When viewing the BWC footage will not hinder or damage subsequent
investigative processes or violate the integrity of the investigation, as

determined by the investigating agency;

5. When privacy protections are utilized to protect the privacy interests of other
individuals who may appear in the footage.

C. COPYING PROCEDURES

A copy of the BWC file may be made by Records, Administration or Investigations
personnel in accordance with the provisions of this Surveillance Use Policy for
evidence, District Attorney requests or other approved reasons.

If the video is evidence in a case, Investigations personnel shall make a copy of the
video, and book the copy into evidence.

Other than as provided in this General Order, no member of this Department shall
download any video onto any computer, device, drive, CD, DVD or any other format
without the express consent of the Division Commander or his/her designee. No
member of this Department shall use an extemal recording device to copy or record
BWC video when the video is displayed on another computer or device.

2.

a
-l
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V. Data Protection and Retention

BWC data will be uploaded to a Criminal Justice Information System (CJIS) compliant off-site
Evidence Management System (EMS) managed by the BWC vendor. CJIS standards include
very strict requirements for data security, including at-rest encryption, strict access control to
the physical data center, and background checks for all employees who have access to the
seryers. The system contains detailed conf,rgurable permissions limiting access to specific
groups of videos to authorized users. An audit log is maintained of all access to video footage.

Once a successful upload of the data to the EMS has occurred, the uploaded data will be

evaluated and authenticated. At this point, all the data on the BWC device will be automatically
deleted. The stored data will be held in the EMS for the data retention period explained below.
The BWCs will be stored in restricted areas not accessible to the general public. Except for a

brief period while the BV/Cs are uploading their data, BWCs stored in this manner will have no

data stored on them.

A. STORAGE

All files for each BV/C deployed on a shift shall be securely uploaded by the
individual deputy to whom the BWC was issued periodically and no later than the end

of each shift. Uploading should occur during the deputy's regularly schedule shift.
Deputies must secure prior approval from their supervisor for overtime if upload
after the end of each shift is necessary. Each file shall contain information related
to the date, BWC identifier, the type of event or incident and assigned deputy.

a. As soon as it is practicable, the appropriate supervisor will take charge of alall
deputy's(ies') BWC(s) if the deputy(ies) has/have been involved in a deputy-
involved-shooting, or an incident resulting in a death, or other use-of-force
incident. The appropriate supervisor will be responsible for uploading the files
from the BWC(s).

All images and sounds recorded by the BWC are the exclusive property of this
deparlment.

All access to BWC data (irnages, sounds, and metadata) must be specifically
authorized by the Sheriff, or his or her designee, and all access is to be audited to
ensure that only authorized users are accessing the data for legitimate and authorized
purposes.

Files should be securely stored in accordance witl, California records retention laws
and no longer than useful forthe purposes of training or for use in an investigation or
prosecution. In capital punishment prosecutions, recordings shall be kept until the
offender is no longer under control of a criminaljustice agency.

Files will be stored in the cloud and managed by a third party with the necessary

infrastructure to securely maintain restricted information in accordance with Iegal

requirements.

B. REOUEST FOR DELETION OF ACCIDENTAL RECORDING

1. In the event of an accidental activation ofthe BWC where the resulting recording is of
no investigative or evidentiary value, a deputy may request the recording be deleted by
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submitting an email request to the Division Commander or designee with sufficient
information to locate the recording. The Division Commander or designee shall review
the file, approve or deny the request, and forward to the System Administrator for
action. The requesting employee shall be notified of the outcome.

In the event of an activation of a BWC where the Sheriff, or his or her designee,
determines that a BWC recording contains personal and/or private conversations or
images of any individual unrelated to an ongoing criminal or internal affairs
investigation, or otherwise has no valid official purposes, and which has no apparent
evidentiary or investigatory value, may be deleted.

C. RETENTION

All BWC recordir.rgs/files (including copies) in the Sherifls Office's possession relating
to incidents where crirninal charges are filed shall be retained in the Investigation flrle
according to the relevant evidentiary statute.

All BWC recordings/files (including copies) in the Sheriff s Office's possession
relating to potential criminal charges that are not filed shall be retained for no
longer than one year after the statute of limitations has expired.

AIIBWC recordings/files (including copies) in the Sheriff's Office's
possession relating to Intemal Affairs Complaints (whether externally or
internally generated) shall be preserved in accordance with Penal Code $832.18, or
until the statute of limitations has expired for any criminal, administrative, or civil
proceeding, whichever is later. BWC recordings/files (including copies) in
the Sheriff's Office's possession shall then be deleted.

AIIBWC recordings/files (including copies) in the Sheriff's
Office's possession of routine events that are not associated with either a

criminal or administrative investigation or a civil litigation or
administrative matter shall be retained for no longer than one year.

VI. Third-Party Data-Sharing

The Evidence Management System is customizable and can allow or deny any level of data-
sharing. Sheriff s Office limits but recognizes the need for data-sharing. The following agencies
or situations are some of the potential third party data-sharing:

Other law enforcement agencies with respect to a criminal or administrative investigation

District Attorney's Office for use as evidence to aid in prosecution, in accordance with the
laws governing evidence

An outside administrative investigator who has been retained by Administration

VII. Training

Training conducted by the vendor for the BWC Unit will include operation of the camera and
software necessary to implement the BWC program. Training conducted by the Sheriff s Office
BWC Unit will cover the applicable policy governing the use of the BV/C system and operation
of the BWC equipment and software. BWC training shall be provided in Sherifls Office training

BWC Use Policy - Rev. based on direction af 0112412017 Board Mtg. Page 10 of 12

2

2

3

4

a



academies

VIII. Oversight

AUDIT AND OTHER USE OF BWC FILES

1. An account must be created for each BWC user in the BWC system

1

2.

J

Deputies should not use any BWC devices unless they have successfully completed

training in the proper use of such equipment.

Training will include field applications, a review of the proper function and use of
recording devices, mandatory use, recoÍrmended use, and agency policy and procedures

as they pertain to the use of the BWCs.

A written record of the training provided will be completed by the trainer and

maintained in the deputy's training file.

At least on a monthly basis, supervisors will randomly review BWC recordings to
ensure that the equipment is operating properly and that deputies are using the devices

appropriately and in accordance with policy and to identify any areas in which
additional training or guidance is required. It is not the intent of the policy for
supervisors to review BWC recordings to proactively discover policy violations.
However, Supervisors may review BWC recordings in order to evaluate a deputy's
performance for the pu{pose of meeting standards set forth in the General Orders or
develop training curriculum to improve performance. Supervisors who inadvertently
discover non-criminal policy violations shall have the discretion to resolve the violation
with training or counseling or formal discipline. Should the policy violation rise to the

level of formal discipline, the supervisor will adhere to all contractual and statutory
procedures.

Should there be a specific complaint made against a deputy, the Supervisor or Internal
Affairs personnel may access BWC recordings for administrative investigations limited
to the specific complaint against the deputy(ies). The investigation may be expanded

due to inadvertent discovery of other allegations, policy violations or other
impermissible conduct during the initial review. Such expansions of investigations will
be in compliance with all contractual and statutory procedures.

Field Training Officers (FTO) and FTO supervisors may review BWC recordings to
evaluate the performance of deputies in the field training program.

Jail Training Officers (JTO) and ITO supervisors may review BWC recordings to
evaluate the performance of deputies assigned to them in the jail training program.

Prior to using BWC footage for training pu{poses, the Department will contact any

deputies involved or depicted in the footage and advise them of the desire to present said

footage for training.

2.

ô
J
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If an involved deputy or employee objects to the showing of a recording, hislher objection will be
submitted to the Division Commander to determine if the deputy's or employee's objection
outweighs the training value. If the Division Commander allows the footage to be used, the deputy
or employee will be provided notice at least 24 hours before the footage is presented.

IX. Amendments to this Policyo Including Possible Biometrics Amendments

Pursuant to the Santa Clara County Ordinance Code, the Sheriff s Office must notify and obtain
approval from the Board at a properly-noticed public meeting on the regular calendar before acquiring
new surveillance technology. The Sheriff s Office shall use BWCs and their recordings (including
copies) consistent with this Surveillance Use Policy, which does not include biometric capabilities or
biometric use. If at some future point, the Sheriffls Office decides to consider biometric additions for
its BWC program to enhance public safety, it would be obligated to bring the BWC Surveillance Use
Policy back to the Board of Supervisors for review and consideration pursuant to the County's
Surveill ance-Technolo gy and Community- S afety Ordinance.

Approved as to Form and Legality

Rob elho
Office of the County Counsel

BWC Use Policy - Rev. based on direction at0112412017 Board Mtg. Page l2of 12




