SANTA CLARA COUNTY
CFET THIRD PARTY PARTNERS
REMOTE ACCESS GUIDE

SafeNet MobilePASS App
MobilePASS is secure software that allows CFET Third Party Partners to remotely
connect to County of Santa Clara systems from a non-county system through a
public network.

Vocational Service & Appeals System (VSAS)
VSAS is the County of Santa Clara’s data collection tool used by CFET Third Party

Partners to track CFET participants progress.
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Download MobilePASS Installer (Part 1):

Initial installation of SafeNet MobilePASS is a two-part enrollment process. You will be required to download
the MobilePASS software and enroll a MobilePASS token.

1. Each user will receive an email from SafeNet.
2. Click on the e-mail URL link to initiate set-up (You may need Administrator rights to download the
software).

Note: Once the user receives a MobilePASS
email, the MobilePASS must be created

Eduardo Alaniz: o . ) ]
Your self-enrollment account has been created. within 15 days or it will expire.

If you are enrolling a hardware token and do not yet have your token, contact your system administrator.
Go to the following URL to enroll with SafeNet Authentication Service:

https://se.safenet-inc.com/selfEnrollment/index.aspx?code=wZJLIgVoj¥iDdgpliTO3LUHpx

If the above link does not work, copy and paste this URL to your web browser.

3. Email link will direct you to the “Enrolling your token on this device” webpage.
4. Download SafeNet MobilePASS Application by clicking on “Download MobilePASS Installer (.msi)”.

Enrolling your token on this device:

If the MobilePASS application is not yet installed on your device:

Note: Do not exit this page, you

Download and install it E will need it when you Enroll your

(C e MobilePASS token.

I Download MobilePASS Installer (.msi) ]

Once the application has been installed, click the link below to enroll the token on your device.
Enroll your MobilePASS token

In the event you are experiencing difficulties with enrolling the token, you may copy the following code, open MobilePASS
application, select Automatic Enroliment, and then paste it:

RW5yb2xsbWVudFVSTD1odHRwezovL3NILNnNhZmVYuZXQtaW5|LmNvbS9zZWxmZW5Syb2xsbWVudC9ke2twecCS5hc3B4P
3NJPXMSVBKVWSHazYNCIVzZXJJRD1hbGFuaXplDQpQYXNzcGhyYXNIPTYSNTU=

To enroll your token on another device

Please select a supported device below, and follow the instructions.

After completing token enroliment, close the browser window.




5. Accept the install of SafeNet MobilePASS
by clicking [Next].

( — —
ﬁ SafeNet Mabi S - InstaliShield Wizard

=)

SafeNet MobilePASS

SafeNet

international treaties.

Welcome to the InstallShield Wizard for

M Ob' Ie PASS The InstallShield(R) Wizard will install SafeMet MobilePASS on

your computer. To continue, click Next.

WWARNING: This program is protected by copyright law and

vy —

6. Accept the Terms in License Agreement.
7. Click [Next].

@ SafeNet Mobilﬁs - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

SOFTWARE LICENSE AGREEMENT

U (@) T accept the terms in the license agreement

(") I do not accept the terms in the license agreement

IMPORTANT - READ THESE TERMS CAREFULLY BEFORE DOWNLOADING,
INSTALLING OR USING THIS SOFTWARE. BY DOWNLOADING OR INSTALLING
THIS SOFTWARE, YOU ACKNOWLEDGE THAT YOU HAVE READ THIS LICENSE
AGREEMENT, THAT YOU UNDERSTAND IT, AND THAT YOU AGREE TO BE

|| |BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO THE TERMS AND

(| InstallShield
[ <pak I nex>
- == =

8. Continue with the download, click [Next].

I l Cancel ]
5 SafeNet MobilePASS - InstallShield Wizard [
Destination Folder

Click Next to install to this folder, or dick Change to install to a S feNet

different folder.

D Install Safelet MobilePASS to:

I
| C:\Program Files\SafeNet\Authentication,
i
U i
d
i U
i
i InstallShield
<sack [ nea> || concal
| |




9. Click [Install] to continue install.

ﬁ SafeNet Mnhi@ii - InstallShield Wizard E
Ready to Install the Program 8
The wizard is ready to begin installation. feNet

Enable Manual Enrollment

Enable Auto Detect Proxy

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit ol
the wizard.
l InstallShield

10. Click [Finish] to complete installation.

— =
ﬁ SafeNet Ml:)bi@S’= - InstallShield Wizard M

InstallShield Wizard Completed

SafeNet
M O bi I e PASS The InstallShield Wizard has successfully installed SafeNet

MobilePASS. Click Finish to exit the wizard.




Enroll Your MobilePASS Token (Part 2):

1. Once the application has been installed, click “Enroll your MobilePASS token.”

Enrolling your token on this device:

If the MobilePASS application is not yet installed on your device:

Download and install it

Download MobilePASS Installer (.msi})

Once the application has been installed, click the link below to enroll the token on your device.

I Enroll your MobilePASS token l

In the event you are experiencing difficulties with enrolling the token, you may copy the following code, open MobilePASS
application, select Automatic Enrollment, and then paste it:

RW5yb2xsbWVudFVSTD1odHRwezovL 3NILNNhZmVuZXQtaW5jLmNvbS9zZWxmZW5yb2xsbWVudC9kc2twcC5hc3B4P
3NjPXM5EVBKVW5HazYNCIVzZXJJRD1hbGFuaXplDQpQYXNzcGhyYXNIPTYSNTU=

To enroll your token on another device

Please select a supported device below, and follow the instructions.

After completing token enroliment, close the browser window.

2. Click on the [Allow] button to continue. e D e

Do you want to allow this website to open a program on your
computer?
From: se_safenet-inc.com
Program: MobilePASS

Hy Address: mobilepass:enroliment=RW5yb2xsbWVudFVSTD1lodHRw =
czovL3NILNNhZmYUZXQtaWsjLmNvbS9zZWxmZWsyb2xs -

Always ask before opening this type of address

! ’ Allow ] [ Cancel ]

potentially harm your computer. Do not allow it unless you trustthe

@ Allowing web contentto open a program can be useful, butitcan
source ofthe content What's the risk?




3. You will be required to create a New Token Name.
Enter your First and Last Name for ease.

4. After you enter a New Token Name, click [Activate].

MobilePASS

P Create New Token

New token name
Eduardo Alaniz]

15 MobilePAss e

5. Enter a 4-digit numerical PIN and click [Continue].
(Select a PIN easy to remember).

6. Click [Continue].

7. MobilePASS will require for the PIN to be Re-
entered.

8. Re-enter Token PIN and click [Continue].

Eduardo Al. ..

P Set a Token PIN

Token PIN

-

Token PIM should contain 4 decimal or
alphanumeric characters

THE
DATA

- | ProTECTION
CEUPRNY

MobilePASS -

=




9. MobilePASS will automatically generate a passcode
that will be used to log onto a secure SSA portal
powered by CISCO.

10. Click [Copy Passcode]. You need this passcode to log Your Passcode
on to the secure SSA portal. -
P 287483

Copy Passcode
e
@m,
COMFANY




First Time Log In to SSA Portal:

1. Launch the Internet and enter the following secure SSA website address and add to your

Favorites https://asassl2.ssa.co.santa-clara.ca.us/

Once you launch the SSA website, you will use the MobilePASS Passcode to login.

SSA Helpdesk will provide log-in usernames for approved staff.

2. Select and enter the following information:

e Group: VSAS_Portal
Enter Windows Username (provided by SSA HelpDesk)

e Password: Paste Passcode (provided by MobilePASS)
Note: Paste Passcode by right clicking on the password field and click “Paste,” or press Ctrl-

Vin the password field.

Click [Login] once all fields have been entered.

m SSL VPN SEWice

3

X
1 '] Login
Please enter your username and password.
GROUP: VSAS_Portal v
USERNAVEE:
PASSWORD:



https://asassl2.ssa.co.santa-clara.ca.us/

3. Once you logon to the secure SSA Portal, the system will display the VSAS Application Portal link and the
Change Password link under Web Bookmarks.

Note on Passwords:
e First time VSAS users are required to change the default password provided by SSA Helpdesk
before accessing the VSAS Application by clicking on the “Change Password” link.
* The VSAS Application will require all users to update their password every three months. This
can be done by clicking on the “Change Password” link.

Select [Change Password]

_@mm;u v] | Browse |

g IEEFELEEDCE I |

@Wﬂbﬂppliulions <) | & vsasPoral

) s enons
s
NE) e comcins
‘:8) Terminal Servers 2,

4. Select [Skip to Log on]

Citrix XenApp

Click Install to access your

applications.

INSTALL

g

~




5. Enter your Windows Username and Password (not the MobilePASS password).

Change the Domain to “sccgov.org,” and click [Log On]

Log on

Domain: | ssa.co.santa-clara.ca.us

( =

i. The Web sre=eaveennd the required
software on your computer. If you need
help, contact your help desk.

6. Click [Settings]

vsast Off

& oy 4
) . P (*) i Santa Clara County Sa

~




7. Click [Change Password]

P9 .
) : .
- Log Santa Clara County Social Services Ag

Off

Messages Settings

8 [
Setti ng 3 Save Cancel
[+
2 General
Configure settings that are applied across the whole Web Language: l English VI
site
Site layout: l Full Graphics VI @

Show Hints (Full Graphics only)

The Native Client is currently selected.

- .
| Run Client Detection

Client for accessing virtual desktops and applications

« Password

Change password | Change Password

8. Update Password Fields and Click [OK]

Windows Password Requirements
e Not contain the user's account name or parts of the user's full name that exceed two consecutive
characters.
e Be at least eight characters in length.
e Contain characters from three of the following four categories:
English uppercase characters (A through 2)
o English lowercase characters (a through z)
o Base 10 digits (0 through 9)
o Non-alphabetic characters (for example, |, S, #, %)
e Complexity requirements are enforced when passwords are changed or created.

(0]

Santa Clara County Social Services Agency

(lhange Password

Consult your help desk or corporate security policy to learn about your ompany's password guidelines.

0Old password: || |

Mew password: | |

Confirm password: | |

OK I Cancel I

10



9. Click [OK]

Santa Clara County Social Services Agency

Change Password

Your password has been changed.

Logged k] - -
on 2 o < Santa Clara County Social Services Agency
Settings @
2 General
Configure settings that are applied across the whole Web Language: [Engh‘sn V|
site
Site layout: [Full Graphics v|@

[l Show Hints (Full Graphics only)
Client for accessing virtual desktops and applications The Native Client is currently selected.

¢ Password
Change password Password |

@ User Experience
Virtual desktop or application window size Window size: v| @

Custom size (px): [1024 |x 768

Percentage of screen: N E]

1=

11. To Return to Main Portal — Click “Home” Icon located in the upper right hand corner.

Logged = @ - s
YD - - i il Santa Clara County Social Services Agency

‘ of  Your settings have been saved.

11




12. To access the VSAS Application, Click on the “VSAS Portal” link.
You will be directed to the “SSA Vocational Services & Appeals System” login page.

[ SSL VPN Service

_;_J) Home:
?) Web Applications

-Ely Browse Networks

‘@) AnyConnect
@ VNC Connections

'E Terminal Servers -

13. Enter Windows Username and Password (provided by SSA HelpDesk)
Click on [Login]

SSA Vocational Services & Appeals System

Login

User Him-:| |

Password: | |

12



Day-to-Day Login

Once MobilePASS has been installed, the MobilePASS application Icon will display on your desktop and you’ll be
required to generate a Passcode to log onto the secure SSA portals for each session.

1. Double click on the MobilePass icon to start.

2. Click on your name.

13




3. Enter the 4-digit numerical PIN that you created.

Click [Continue].

P Token Authentication

Token PIN
we]

Continue . Cancel |

Your Passcode

958460

Enabling OTP generation 06 Seconds

% oz

5. Launch new Internet browser window and enter the following secure SSA website address:
https://asassl2.ssa.co.santa-clara.ca.us/

Once you launch the SSA website, you will use the MobilePASS Passcode to login.

14



https://asassl2.ssa.co.santa-clara.ca.us/

6. Select and enter the following information:
e Group: VSAS_Portal
e Enter Windows Username (provided by SSA HelpDesk)
e Password: Paste Passcode (provided by MobilePASS)

Note: Paste Passcode by right clicking on the password field and click “Paste,” or press Ctrl-V in the
Password field.

Click [Login] once all fields have been entered.

™
|
1 ‘J Login
Flagds arler your usemame and passwond.
GROUP:  [VSAS_Portal |
USERNAME: |aianize
PASSWORD: [sensssnns
[ogn |

15




7. To access the VSAS Application, Click on the “VSAS Portal” link.
You will be directed to the “SSA Vocational Services & Appeals System” login page.

[ SSLVPN Service

€ > C ) | @ Secure | hitps//asassi2 ssa.cosanta-clara.caus/+CSCOE+/portalhtr
"

-
L1/ } Home

&) | web Applications

1
-:JJ Browse Networks

@ AnyConnect

E VNC Connections

‘9 Terminal Servers

8. Enter Windows Username and Password (provided by SSA HelpDesk).
Click on [Login].

SSA Vocational Services & Appeals System o> 8 &

Login

User Name:

Password:

I.OE in

16




9. Users will be able to access and use the VSAS Application.

SSA Vocational Services & Appeals System

CLIENT | NARRATIVE | Employment Outcome |

Case No | ] ssn | ewan | Last, First | L ]| Search || Clear |
Case ND| | SSNl ‘ Namel |
Tracking - CBO
B el | cemmssmence| |
Phone ‘ | Address| |
ABAWD Months Total Workfare HDur:l Number quBAWDsI:|
Used: l:l Remaining: :|

Add New
Add New
Add New

Add New
Add New

10. To log-out of the VSAS Application, click on the [Logout] button.

SSA Vocational Services & Appeals System

CLIENT = NARRATIVE = Employment Outcome |

coseno[  Jsss[ Jowm[

casenol  |ssn[ | namel
Case uanagemens T - —
Tracking - CBO

Cosetond| | saeawo|

Phone |

ABAWD Months

Total
Used: l:l Remaining: I:|

ddvew |

Add New

[ERN
\‘ |




Troubleshooting
If your MobilePASS token displays as “Locked”, waiting 15 minutes will automatically unlock it.

If you are unable to log into the initial login page, generate a new passcode with MobilePASS
and try again.

Your VSAS password expires every three months. Contact the SSA Helpdesk at (408) 755-
7575 for a password reset.

Contact the SSA Helpdesk at (408) 755-7575 or helpdesk@ssa.sccgov.org for any other issues.
If your issue is not resolved on your first contact with the SSA Helpdesk, send an email explaining
the issue to the CFET Coordinators.
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